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The Impact of Fraud on Your Business

And how owners can best protect their investment
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How is Occupational
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How is Occupational Fraud Initially .
Who Reports Occupational Fraud?
Detected P P
- '
Tip w
) Employee
(— a2 | — 5%
y, G
Internal audit
— = 16"
Management review 12% T 15%
Document examination
- 6% Vendor -I[]%
By accident
h% Other
® o >
Account reconciliation 5% S
areholder/owner
o 3
Automated transaction/data monitoring 1% - -
. .ompe itor M
External audit 4% S )
Surveillance/monitoring 3%
Notification by law enforcement 2%
Confession 1%
Other 1%
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Tip lines/Hotlines

* Fraud Hotline www.fraudhl.com

* Get In Touch www.getintouch.com

* Red Flag Reporting www.redflagreporting.com
» Safe Hot Line www.safehotline.com

Navex Global www.navexglobal.com
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What are the Primary Internal Control Weaknesses that
Contribute to Occupational Fraud?

//

Lack of internal controls 29%

Lack of management review 16%

Poor tone at the top 10%

i i %
Lack of independent checks/audits 5 Other 7%

Lack of employee fraud education 3% \ /
Lack of clear lines of authority 2%)(

Lack of reporting mechanism <%
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How Often Do Perpetrators Exhibit Behavioral Red Flags?

Living beyond means D 30
Financial difficulties e 25%
Unusually close association with vendor/customer S o
No behavioral red flags GGG 5"
Control issues, unwillingness to share duties GGG 3%
Irritability, suspiciousness, or defensiveness D (7%
Bullying or intimidation [ 124
Divorce/family problems [y 11
"Wheeler-dealer" attitude | 1%
Excessive pressure from within organization D 5
Addiction problems I 7
Complained about inadequate pay D 7"
Refusal to take vacations D 7%
Social isolation JE_—_—_—_D (%
Past legal problems Jmm» %
Complained about lack of authority D 5"
Other employment-related problems D 4%
Excessive family/peer pressure for success D /1%
Excessive tardiness or absenteeism 3
Instability in life circumstances D 3%
Excessive internet browsing il 2%

Other 1 7%
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How Do Victim Organizations Punish Fraud Perpetrators?
Termination 61%
G
Perpetrator was no longer with organization 12[_-':,
D
Probation or suspension ‘] 2%
G
Permitted or required resignation 1 1%
D
Settlement agreement 1[][ b
G
No punishment 7%
-
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Why Do Organizations Decline To Refer Case To
Law Enforcement?
Internal discipline sufficient 5%
D
Fear of bad publicity 3[]_‘:
G
Private settlement 28%
Too costly 20%
L
Lack of evidence i
G 10%
Other 8%
%Uft 5%
Perpetrator disappeared 1 i
¢
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PHONE SCAMS

General Phishing
IRS
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Utilize the Capabilities of
Stronger Vendors

Banks
Software
Others
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OTHER BASIC TIPS

Do NOT give up check-signing responsibility
Confirm all wire info.....before you wire funds
Good, basic insurance

(CONSIDER) changing bank accounts and Credit
Card accounts
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|[dentity Theft/Tax Fraud

Consider dual factor authentication
Limit disclosure of PlI
Theft of Tax refunds
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QUESTIONS

Tim O’Toole, CPA CFE
totoole@sefraudinvestigationservices.com
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